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Upgrade Guide

Overview

Viewpoint's new Enhanced Review functionality uses generative Al to analyze documents.
Viewpoint leverages the Google Agent Platform to facilitate the analysis. Viewpoint Workers will
need to be able to communicate with the Google Agent Platform API endpoint to perform this
service (via HTTPS). Google Agent Platform API is a pay-per-use service.

Configuration will require the Viewpoint Installer application.
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2. Configuration

Creating and Configuring the Agent Platform API Service

1. Create or select an existing Google Account. The Google Agent Platform API Service will

be associated with this Account. The Google Agent Platform API Service requires

payment (to Google) to use.

Navigate to console.cloud.google.com

2. Log in as the user which will own the connection to the Agent Platform API (The Agent
Platform API will be run on behalf of this user)

3. Select or create a Project. This Project will own the Agent Platform API Service instance.
Use the “Select a Project” button and, if a new Project is needed, click the “New Project”
link and create a new Project.

=

=] Google Cloud Glema pmja e Lo

Select a project [2]
Search projects and folders
= |
Recent Starred All
Name Type [} ~
- & I o's:rizsion .
e —

4. Some organizations disable service account API key creation via this policy:
iam.managed.disableServiceAccountApiKeyCreation = true
To be able to use this Project for Agent Platform APl you will need to enable API Key
Creation. If this applies to you, go to the Enabled API Key Creation section of this
document before proceeding.

5. The Service Account will need to be assigned the Agent Platform User role. Locate the
IAM & Admin section. Navigate to Service Account and select the Service Account.
Under the Permissions tab. Click Add. In the Search text box, enter Agent Platform User
and select that role and click Save.

6. Under the Navigation Menu (top-left) select APIs & Services | Enabled APIs and
Services

@ @ gle Cloud

Viewpoint™ 1-5



i

Pinned products

Pin

Products

=
o

\.!_./ Marketplace

APT

&
@

Google Cloud
Cloud Hub >
Cloud overview >

Solutions >

your top products here

Billing

IAM & Admin

Enabled APls & services

Vertex Al > Library

. Credentials
Compute Engine

0Auth consent screen

n
a
a

APIs & Services a o
i}
i}
i}

Kubernetes Engine Page usage agreements

— : > -
~

Upgrade Guide

7. You will be presented with the APIs & Services Dashboard. Click “Enable APIs and
Services”

= Googecoud [N

PT APIs & Services a APIs & Services

Gable APls and services >

8. You will be shown the list of all available API Libraries. Locate Agent Platform API search
box to quickly locate it.

Welcome to the API Library @

The API Library has documentation, links, and a smart search experience.

Q_  Search for APIs & Services

9. Select Agent Platform API

*

Agent Platform API
Google Enterprise AP

10. You will be shown the Product Details page for the Agent Platform API. Click the Enable
button to enable the service.

11. After a few moments the service will become enabled.

Viewpoint™
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12. You will see the Agent Platform API service details. From here you can monitor usage,
costs and configure security. The Agent Platform API is now ready to process requests,
however it requires security configuration to be useable by Viewpoint. Note that you can
disable the Agent Platform API if you so choose, however the Agent Platform APl must be
enabled for it to be useable by Viewpoint.

13.

Next you will need to create the credentials which Viewpoint will use to access the service.

Under the Navigation Menu (top-left) select IAM & Admin | Service Accounts
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14. Establish a Service Account
15. Once you have established a Service Account, you will need to produce a Service Account
Key File. Select the Service Account and then select the Keys tab

Details

Keys

Permissions

Keys

Metrics

Logs Principals with access

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies 2.
Learn more about setiing organization policies for service accounis 2

Add key ~

Viewpoint™
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16. If you do not already have a Key File for this Service Account, click Add key | Create new
key

Create new key

=

Upload existing key

17. You will be prompted to select the type of key. Select JSON and click Create.

Create private key for

Downloads a file that contains the private key. Store the file securely because
this key can't be recovered if lost.

Key type

(® JsoN

Recommended

Q P2

For backward compatibility with code using the P12 format

Cancel

18. Place the JSON file in a secure location — if you lose this file you will need to create a new
Key File. This Key File allows access to the Agent Platform API service on behalf of this
Service Account — do not share this file, keep it safe. You will be using this JSON content
later in the process to populate the Viewpoint Configuration point “Google Vertex Json
Key".

19. You now have an enabled service and the credentials to access it. The next step is to
configure Viewpoint to point to these assets.

Configuring Viewpoint to use the Agent Platform API Service

1. Open the Viewpoint installer

£2 Viewpoint Installation Center x
Installation New database installation
Launch the wizard to install selected databases to be used with
Maintenance Viewpaint.

Install [ Update Viewpoint application(s)
Launch the wizard to install or update viewpoint applications.

Upgrade database
Launch a window to upgrade and perform database maintenance tasks on
the processing and review servers.

¥

>
s Viewpoint
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2. Click on the Maintenance section, then click on Processing Settings
E} Viewpoint Instalation Center x

Installation Add files.
Add license, logo, configuration files to applications.
Maintenance
MSRL
Launches a wizard to update the NSRL database.

Review Setlings
Make changes to settings for Review.

Processing Settings
Make changes to settings for Processing.

Data Management Tool
Launch the Data Management Tool

>
—
4 Viewpoint

3. Enter Viewpoint credentials with administrator-level privilege and click OK

€3 Viewpoint e-Discovery Platform 7T X

Server l |

User [x]
Password @
Remember Me

Ise Windows Account

l:@ oK || |* Cancel |

4. Once logged in, a new screen will be shown. Click on Configuration Settings

Settings x

Configuration Settings

Viewpoint™



5. Locate the Enhanced Review section
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Use Pskxec Halse
Enhanced Review

Enhanced Review Analyze Endpoint...

Enhanced Review AFI Key (GCP)

Enhanced Review Document Batch ... 10

Enhanced Rewview Prepare Protocol...

Enhanced Review Provider
Enhanced Review Vertex Pause Mill... 500
Google Vertex Json Key
Google Vertex Model Name
Google Vertex Project ID
Google Vertex Region
Max Criteria Hits 10
Vertex Input token limit
Vertex Qutput token limit
Vertex token to byte multiplier
Wik

6. Apply the following settings:

Configuration Settings Dialog

Vertex

1000000
65535

gemini-2.5-flash

appSettings.Production.json

Enhanced Review Analyze Endpoint (GCP) Deprecated
Enhanced Review API Key (GCP) Deprecated
Enhanced Review Document Batch Size Deprecated
(GCP)

Enhanced Review Prepare Protocol Endpoint  Deprecated

(GCP)

Enhanced Review Provider

Set this to Vertex, otherwise leave it as None
(indicating no Enhanced Review provider)

Enhanced Review Vertex Pause Milliseconds

Used to throttle Enhanced Review requests to
Vertex to avoid overwhelming Vertex

Google Vertex Json Key

Full JSON text, acquired from the Google
website during setup. This content is typically
several lines of JSON, including elements like
‘project_id’ and ‘private_key’. This value is
stored encrypted.

Google Vertex Model Name

Google Vertex Model. Note that changing
models may require that other settings, such as
region, input token limit and output token limit
may need to change, varies by model. Sample
value: gemini-2.5-flash

Google Vertex Project ID

Google Vertex Project ID

Viewpoint™
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Google Vertex Region

Google Vertex Region — example: us-centrall

Max Criteria Hits

Maximum number of hits per Criteria to return
from Google Vertex

Vertex Input Token Limit

Expected Vertex Input Token Limit — Viewpoint
will limit the size of requests by this amount.
Varies by model.

Vertex Output Token Limit

Used to limit response content length from
Vertex

Vertex token to byte multiplier

Heuristic to estimate the ratio of characters to
Vertex tokens.

7. Click OK to save your settings
8. Restart all Viewpoint Workers
9. Restart Viewpoint Web

10. Proceed to the ‘Testing’ section to test your configuration

Viewpoint™
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3. Testing

To verify that the process is working, execute a small Enhanced Review job and verify that it
completes successfully.

1.
2.

3.

ok

10.

11.

12.

Viewpoint™

Open the Viewpoint PMC

Locate or create a test matter which contains Documents which have text. Select
Documents which have at least 1000 words in its text file.

In the PMC Dashboard, right-click the Project and select ‘Update’. At the bottom of
the dialog ensure that “Allow Use of External Servies” is checked. If it is not,
checkmark this option and click OK.

Close the Viewpoint PMC

Open Viewpoint Classic Review. Open the Security Manager and configure your user
to have permissions “Manage Enhanced Review Protocols” and “Execute Enhanced
Review Protocols”.

Close Viewpoint Classic Review

Log into Viewpoint Web and select the Project that was selected earlier in this process
Navigate to Enhanced Review

Q =/ =+ B B 8 &

Documents Rapid Continuous Enhanced ‘roductions Reports EMS Data Automation
Review Search Active Learning Review Ingestion Levels

Create a new Enhanced Review protocol with at least one Criteria. Sample text for a
sample Criteria “Documents which would be considered important”

£ Enhanced Review Protocols e = Protocol Details

Documents which would be considered important

pecple &
2 Entities

Click the Execute button to start the Enhanced Review wizard

i= Enhanced Review Protocols

Select a View with at least one document with text in it, click Next. Click Next again.
Click Finish to begin the process.

A job progress dialog will appear. After a few moments, depending on the volume of
data, the job will complete. If the process completes without error then the service has
been configured properly.
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4. Enabling API Key Creation

If your organization does not allow you to create API keys, follow these steps to enable API key
creation:

Option A: Console (Org Admin Required)
1. GotolAM & Admin - Organization Policies.

2. Find

§ Actie Block service account API key bindings am managed. disableServiceAccountpikeyCreation Managed Qveride parents
‘ policy

3. Select the policy iam.managed.disableServiceAccountApiKeyCreation.

4. Click Edit - Set to False (allow key creation).

Viewpoint™ 1-5
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X Edit policy

Block service account APl key bindings

When enforced, disables creation of API Keys bound to service accounts.

Applies to
Project “pri-dev-er2”

Policy source

() Inherit parent's policy

o

C\- Google-managed default (@)
(@) Override parent's policy @

Rules

Organization policy rules define the values to be enforced by a constraint. You can
turn the constraint’s enforcement on or off within a rule.

Any rule can be made conditional based on Tags by clicking Add condition. This
allows you to fine-tune the enforcement of your organization policy. Learn more
about policy conditions (2.

~ Edit rule [}

Enforcement
"y
I::_f_l on

(@) off

Add condition

Done

Add a rule

ol Cancel
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5. Set policy and save.

Option B: gcloud CLI
gcloud org-policies allow iam.managed.disableServiceAccountApiKeyCreation \
--organization=YOUR_ORG_ID

Enable the Vertex Al API
1. Goto APIs & Services - Library.

2. Search Vertex Al APL.

3. Click Enable.

Create a Service Account

1. GotolAM & Admin - Service Accounts.

2. Click + CREATE SERVICE ACCOUNT.

Viewpoint™
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Addendum

Until a fix is released, the below workaround is required to configure ER
to use a GCP endpoint.

Update both the Enhanced Review and Summary configuration points.
They need to be the same as there is a coding issue where Enhance
Review is picking up the Summary key.

The configurations can be found in the PMC by clicking on the
Configuration Settings in the Project tab.

~ % G

st Custorn Configuration  Abc
& Fields Settings

The Vertex Project ID is your project name (proj-prod-er for example)

Enhanced Review Configurations

Google Verkex Json Key {

Google Vertex Model Name germini-2.5-Flash
Google Yertex Project 1D prj-prod-er
Google Vertex Region us-centrall

Summary Configurations

Surnmary Yertex Input token limit 1000000
Summary Yertex Json Key {
Surmmaty Yertex Model gemini-2.5-flash

Summary Yertex Output token limit b5535
Summary Yertex Pause Miliseconds 500
Summary Yertex Project ID prj-prod-er
Summaty Vertex Region us-centrall
Summary Yertex token to byte mulki... 1
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